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Case Study



Executive Summary

This case study is based on a real engagement with a national oil company. All identifying details have been anonymized; the 
technical and operational themes are preserved. 

A leading European telecommunications provider faced a familiar problem for large, distribut-
ed networks: a vast and messy cryptographic estate, and a very real quantum risk horizon.

They knew they couldn’t fix everything at once, so they started with a simple question:

Before engaging any vendors, the provider’s network and security teams completed an internal 
risk review to identify the highest-impact – and highest-risk – links. That led them to rout-
er-to-router backbone and aggregation links:

QuProtect R3 Core Security was deployed on the chosen router-to-router footprint and delivered 
quantum-resilient protection in under one week, with no measurable impact on latency, through-
put, or failover behavior and no changes to applications, network topology, or hardware.

A Quantum Key Distribution 
(QKD) proof of concept that 
required specialized hardware 
and optical changes

A discovery-only PQC assess-
ment solution that could inventory 
cryptography but not protect live 
traffic

QuSecure’s QuProtect R3TM Core 
Security, a software overlay that 
uses NIST PQC to harden existing 
IPsec/MACsec tunnels with 
post-quantum preshared keys 
(PPKs) via SKIP – without chang-
ing routers or applications

“What’s the smartest place to start if we want to take a big bite out of our 
cryptographic risk quickly, without breaking the network?”
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Like many large providers, this telecom had:

Shrinking a Huge Risk Surface Without 
Breaking the Network 

The Strategic Challenge

Thousands of applications and services 

Multiple generations of cryptography in use 

Tight SLAs and complex topologies spanning back-
bone and metro networks 

They understood the quantum threat: data 
encrypted today on long-lived links can be 
captured now and decrypted later once a 
sufficiently powerful quantum computer exists. 
At the same time, they faced three practical 
constraints:

The cryptographic estate was too large to retrofit 
every application and service at once.

Strict backbone and metro SLAs left no room for 
disruptive changes to routing or encryption.

Leadership needed visible risk reduction in months, 
not a three- to five-year transformation program.

By the time they entered the market, the scope 
was clear: secure existing router-to-router 
IPsec and MACsec links with quantum-safe 
protection as quickly and safely as possible.
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What Is QuProtect R3 Core Security

QuProtect R3 Core Security is a software 
solution designed to bring quantum-safe 
security and cryptographic agility to exist-
ing IPsec and MACsec deployments—with-
out new hardware or network redesign.

At a high level, Core Security:

Consists of a cloud-based Orchestrator and  
distributed Agents

Requires no new hardware

Uses ML-KEM (the NIST-standardized KEM) and 
post-quantum TLS to distribute quantum-safe  
pre-shared keys (PPKs)

Hardens existing IKEv2/IPsec and MACsec tun-
nels rather than replacing them

Automates key rotation, crypto-agility, and  
resilience from a central control plane

In this engagement, Core Security was  
evaluated on one concrete question:

Can it make our existing router-to-router 
IPsec/MACsec links quantum-safe, without 
disruption?

The answer was yes.

High Level Overview
Deployment Architecture

QuProtect Core Agents 
Deployed as software on Ubuntu VMs within exist-
ing hypervisors

Performed post-quantum key establishment

Supplied post-quantum PPKs to IPsec/MACsec 
endpoints

The deployment centered on QuProtect R3 
Core Security with two main components:

QuProtect Orchestrator 
Operated as a cloud-based management plane

Provided centralized management of cryptographic 
posture, policy, and key lifecycle

Used post-quantum TLS and ML-KEM to securely 
distribute quantum-safe PPKs to Agents
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IETF SKIP Draft

QuSecure architects worked side by side with Cisco architects 
to shape the QuProtect Core Security product and co-author 
the Secure Key Integration Protocol (SKIP), an IETF Internet-Draft 
that advances standards for quantum-resilient key management.

For this engagement, QuProtect 
integrated with a Cisco C8500-12X 
router:

Cisco C8500 Integration

Routers kept doing exactly what 
they already do—just with quan-
tum-safe key material mixed in.

Used RFC 8784 PPK via the SKIP  
protocol

Delivered PPKs into existing IKEv2/IPsec 
and MACsec configurations

Enhanced the existing crypto posture 
rather than requiring a new design

Left routing and traffic engineering 
unchanged

Cryptography Stack  
(Aligned with NIST PQC Standards)

ML-KEM (Kyber-based KEM) 
Used as the post-quantum key-encapsulation 
mechanism for establishing shared secrets for 
the tunnels

AES-256-GCM 
Used for high-performance symmetric encryp-
tion and integrity

Aligns with NIST guidance on symmetric strength 
in a post-quantum context

Hybrid PQC + Classical Modes 
ML-KEM can be combined with classical key 
exchange (e.g., Diffie–Hellman) where required

Supports a standards-aligned migration posture 
and interoperability during rollout

Crypto Agility 
Policy-driven control over ML-KEM parameters, 
hybrid policies, and symmetric settings

Allows adjustment as standards and risk toler-
ance evolve

OPERATOR VIEW 
WHAT ACTUALLY CHANGES?

The data path looked the same

The cryptography behind it got much stronger

Infrastructure with decades-long lifecycles 
that cannot be easily replaced 

Cryptographic standards that change every 
few years 

For engineers and operators, the key point was simple:

Existing IPsec/MACsec links stayed in place; QuProtect R3 
Core Security quietly upgraded them to quantum-safe, ag-
ile cryptography from a centralized control plane.

https://datatracker.ietf.org/doc/draft-cisco-skip/
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The Evaluation

               Considering the PQC product space is pretty new, the QuSecure product quality  
               actually exceeded my expectations... No challenges encountered. The whole experience  
               was very smooth.”

Senior Network Architect, CCIE

The provider evaluated three approaches against the same router-to-router test case: securing 
existing IPsec between Cisco routers.
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Technical Implementation With QuProtect R3
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Key Technical Achievements
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Why QuProtect R3 Succeeded 
Where Others Struggle
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Key Takeaways for Technical Leadership


